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1. Architecture Scope
The I-90 Lake Effect Corridor Intelligent Transportation Systems (ITS) Architecture is a project roadmap
for transportation systems integration.  The architecture represents a shared vision of how each
agency's systems will work together, sharing information and resources to provide a safer, more
efficient, and more effective transportation system for travelers in the region.

The architecture provides an overarching framework that spans all of the project’s stakeholders.  This
section establishes the scope of the project in terms of its geographic breadth, the scope of services that
are covered, and the time horizon that is addressed.

Description

A stretch of I-90 through Lake and Ashtabula counties sits in the middle of the Lake Erie “Snow Belt,” a
geographical area that receives significantly more snow than the rest of northeast Ohio. Driving on this
part of I-90 can be particularly treacherous during whiteouts caused by lake-effect snow. The Ohio
Department of Transportation (ODOT) is expanding on an initial 12-mile pilot corridor and equipping 60
miles of I-90 with Roadway Weather Information Systems (RWIS) weather sensors, traffic and weather
cameras, traffic speed sensors, and dynamic speed limit signs. ODOT is also equipping 60 miles of I-90
with roadside units (RSUs) that send and receive data from properly equipped public service vehicles,
potentially including snowplows, and other connected vehicles (CVs). The data, combined with new
variable speed limit signs, will help local officials and law enforcement better manage the roadway to
reduce crashes and fatalities, especially during heavy snow events.

Timeframe

Short Term

Geographic Scope

This project covers a 60-mile stretch of I-90 through Lake and Ashtabula counties in northeast Ohio.

High-Level Architecture

Figure 1 depicts a high-level architecture of the I-90 Lake Effect Corridor Project.  It presents a physical
view of the project components and describes the interactions and information exchanges among
various project components to support the intended services.
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Figure 1:  High-Level Project Architecture Diagram
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2. ITS Stakeholders
Identifying stakeholders is an important task in ITS project development since effective ITS involves the
integration of multiple stakeholders and their transportation systems. This section describes the project
stakeholders. Some stakeholders have been grouped in order to better reflect mutual participation or
involvement in transportation services and elements. Every stakeholder in this section is related to one
or more of the transportation inventory elements that are described in the next section, either as an
individual stakeholder or as a member of a stakeholder group.

Table 1 – ITS Stakeholders
Stakeholder Name Stakeholder Description
Counties and Cities Represents the various government departments and agencies of

municipalities and counties other than those specifically called out in the
architecture.

Driver Represents the person that operates a vehicle on the roadway, including
operators of private, transit, commercial, and emergency vehicles.

Ohio Department
of Public Safety

The Ohio Department of Public Safety serves and protects the safety and
security of Ohioans through six divisions: Bureau of Motor Vehicles, Emergency
Management Agency, Emergency Medical Services, Homeland Security,
Highway Patrol, and Office of Criminal Justice Services. One of their tasks
includes obtaining all crash data for the State of Ohio.

Ohio DOT The Ohio Department of Transportation is responsible for developing and
maintaining all state and federal roadways in the state of Ohio with exception
of the Ohio Turnpike. In addition to highways, the department also helps
develop public transportation and public aviation programs. The Ohio DOT is
headquartered in Columbus and has divided the state into 12 districts in order
to facilitate regional development. Each district is responsible for the planning,
design, construction, and maintenance of the state and federal highways in
their district.

Ohio State
Highway Patrol

The Ohio State Highway Patrol is an internationally accredited agency whose
mission is to protect life and property, promote traffic safety and provide
professional public safety services with respect, compassion, and unbiased
professionalism. The Patrol offers statewide emergency response services,
investigates criminal activities on state-owned property, and provides security
for the Governor and other dignitaries. The Ohio State Highway Patrol is
comprised of 8 offices: Field Operations, Finance and Logistic Services,
Licensing and Commercial Standards, Technology and Communication Services,
Recruitment and Training, Strategic Services, Investigative Services, and Human
Resource Management.

Private Fleet and
Freight Operators

Private owners of commercial vehicles that carry goods throughout the region.

Public Agencies This stakeholder group represents state, regional, county and city agencies.
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3. ITS Inventory
An inventory of existing and planned transportation systems is the basis for the I-90 Lake Effect Corridor
ITS Architecture. The inventory includes a list of ITS elements and the associated stakeholder
responsible for development and ultimately operation of the project.

This section describes every surface transportation inventory element for the project. A transportation
element can be a center, support, vehicle, traveler or field equipment. Each transportation element
listed below has one or more stakeholders associated with it. Each transportation inventory element is
mapped to at least one ARC-IT physical object.

Table 2 – ITS Inventory

Element Name Element Description Stakeholder Element
Status

Element
Domain

Associated
Physical Objects

Connected/Automated
Vehicles

Connected vehicle technology
enables cars, trucks, buses, and
other vehicles to "talk" to each
other with in-vehicle or
aftermarket devices that
continuously share important
safety and mobility information.
Fully automated, autonomous, or
“self-driving” vehicles are defined
by the U.S. DOT's National
Highway Traffic Safety
Administration (NHTSA) as “those
in which operation of the vehicle
occurs without direct driver input
to control the steering,
acceleration, and braking and are
designed so that the driver is not
expected to constantly monitor
the roadway while operating in
self-driving mode.”

Driver Planned Transportation ITS Object

Transportation Vehicle OBE
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Element Name Element Description Stakeholder Element
Status

Element
Domain

Associated
Physical Objects

ITS Communications
Equipment

This element includes the
communications hardware and
software that supports secure,
reliable communications. It
provides the layered protocols
and communications services and
includes the physical network
plant and network hardware that
supports ITS communications. It
also encompasses security
services that protect
communications and the
management services that
support network management.
This physical object allows
transportation stakeholders that
are implementing their own
communications solution to
represent this implementation in
their ITS architecture. The
communications capabilities
provided by this physical object
are frequently purchased from a
third-party provider. When
communications is a purchased
service, the hardware and
software included in this physical
object are largely transparent to
transportation stakeholders and
may be transparent to the ITS
architecture.

Public
Agencies

Planned Communication ITS
Communications
Equipment
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Element Name Element Description Stakeholder Element
Status

Element
Domain

Associated
Physical Objects

Ohio DOT ATMS Ohio DOT's Advanced Traffic
Management System (ATMS).
The ATMS software enables Ohio
DOT to monitor and control
various ITS field devices from its
Statewide Traffic Management
Center (TMC) and district offices.
The Statewide TMC is located in
Columbus at the Ohio DOT
Central Office. The Statewide
TMC operates traffic
management and traveler
information systems on Ohio's
interstates, freeways,
expressways, and state highways
in each of the State’s major
metropolitan areas including
Akron/Canton, Cincinnati,
Cleveland, Columbus,
Dayton/Springfield, and Toledo.
TMC operators can control
cameras and post traveler
information messages to Ohio
DOT’s DMS, HAR, and to the
OHGO website. TMC operators
can also act as liaisons between
the Safety Patrol Vehicles and
various other public agencies that
respond to the scenes of vehicle
incidents. For redundancy, it is
able to remotely operate district
traffic management centers. It
also communicates with RWIS
Roadside Equipment throughout
the state. To support CV
applications, the Statewide TMC
may also include “CV TMC
Application Equipment” for
centrally generating and digitally
signing CV messages (e.g. J2735
MAP, RTCM, and others).

Ohio DOT Existing Transportation ITS Object

Transportation Traffic
Management
Center

Ohio DOT CCTV
Cameras

Closed Circuit Television (CCTV)
refers to a surveillance system
using cameras that transmits
visual information over a closed
circuit through an electrically
conducting cable or wireless
transmitter and receiver. It is
used for security purposes, traffic
monitoring, and weather
monitoring along the corridor.

Ohio DOT Existing Transportation ITS Object

Transportation ITS Roadway
Equipment
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Element Name Element Description Stakeholder Element
Status

Element
Domain

Associated
Physical Objects

Ohio DOT Certification
System

The 'Certification System' verifies
that devices and applications
meet standards for participation
in the ITS environment. Particular
requirements vary depending on
the type of certification;
applications may be certified for
performance and adherence to
standards or specifications;
devices may be similarly certified
and will also typically be subject
to security-related interrogation.

Ohio DOT Planned Transportation Certification
System

Ohio DOT Connected
Vehicles Roadside
Equipment

This element represents the
Connected Vehicle roadside
devices that are used to send
messages to, and receive
messages from, nearby vehicles
using Dedicated Short-Range
Communications (DSRC) or other
alternative wireless
communications technologies.
Communications with adjacent
field equipment and back office
centers that monitor and control
the Roadside Equipment (RSE)
are also supported. This device
operates from a fixed position
and may be permanently
deployed or a portable device
that is located temporarily in the
vicinity of a traffic incident, road
construction, or a special event. It
includes a processor, data
storage, and communications
capabilities that support secure
communications with passing
vehicles, other field equipment,
and centers.

Ohio DOT Planned Transportation Connected
Vehicle
Roadside
Equipment

Transportation ITS Object
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Element Name Element Description Stakeholder Element
Status

Element
Domain

Associated
Physical Objects

Ohio DOT Cooperative
ITS Credentials
Management System

The 'Cooperative ITS Credentials
Management System' (CCMS) is a
high-level aggregate
representation of the
interconnected systems that
enable trusted communications
between mobile devices and
other mobile devices, roadside
devices, and centers and protect
data they handle from
unauthorized access.
Representing the different
interconnected systems that
make up a Public Key
Infrastructure (PKI), this physical
object represents an end user
view of the credentials
management system with focus
on the exchanges between the
CCMS and user devices that
support the secure distribution,
use, and revocation of trust
credentials.

Ohio DOT Planned Transportation Cooperative ITS
Credentials
Management
System

Ohio DOT CV
Authorizing Center

The 'Authorizing Center' provides
the functionality needed to
enable data exchange between
and among mobile and fixed
transportation users. Its primary
mission is to enable safety,
mobility and environmental
communications-based
applications for both mobile and
non-mobile users. The
Authorizing Center has some
jurisdiction over limited access
resources; typically this includes
roadside application access and
radio spectrum licensing. It may
be implemented as an
autonomous center or as a set of
supporting services that are co-
located within another center.

Ohio DOT Planned Transportation Authorizing
Center

Ohio DOT CV Service
Monitor System

Represents one or more center-
based systems that provide
monitoring, management and
control services necessary to
other applications and/or devices
operating within the Connected
Vehicle Environment. These
support services enable other
applications to provide
transportation services.

Ohio DOT Planned Transportation Service Monitor
System
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Element Name Element Description Stakeholder Element
Status

Element
Domain

Associated
Physical Objects

Ohio DOT DMS Represents fixed Dynamic
Message Signs (DMS) installed
along the corridor. DMS are
electronic traffic signs used on
roadways to give travelers
information about special events.
DMS warn of traffic congestion,
accidents, incidents, road work
zones, weather conditions or
variable speed limits along the
corridor.

Ohio DOT Existing Transportation ITS Object

Transportation ITS Roadway
Equipment

Ohio DOT Event
Streaming Platform

The Ohio DOT Event Streaming
Platform (ESP) is a Data
Distribution System that collects,
processes, and distributes ITS
data, connecting data producers
with data consumers and
facilitating data exchange.

Ohio DOT Planned Communication Data
Distribution
System

Ohio DOT
Maintenance and
Construction Vehicles

Represents the ITS equipment on
snowplows and other
maintenance vehicles that are
owned and operated by the Ohio
DOT. Automated Vehicle Locator
(AVL) systems are planned for the
fleet.

Ohio DOT Planned Transportation Basic Maint and
Constr Vehicle

Transportation ITS Object
Transportation Maint and

Constr Vehicle
OBE

Transportation Vehicle OBE
Ohio DOT Object
Registration and
Discovery System

The 'Object Registration and
Discovery System' represents one
or more center-based
applications that provide
registration and lookup services
necessary to allow objects to
locate (for communications
purposes) other objects
operating within the Connected
Vehicle Environment. These
registration and discovery
services are support services that
enable other applications.

Ohio DOT Planned Transportation Object
Registration and
Discovery
System
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Element Name Element Description Stakeholder Element
Status

Element
Domain

Associated
Physical Objects

Ohio DOT RWIS
Stations

This element represents Road
Weather Information System
(RWIS) stations installed along
the corridor. These stations
consist of multiple sensors which
measure conditions on and
around the roadway. The stations
reported a variety of information,
including: Air temperature;
Precipitation rate/type; Surface
temperature; Sub-surface
temperature; Wet/dry surface;
Dew point Relative humidity;
Wind direction and speed; Traffic
speeds and counts; Visibility.
Data communications between
the weather station and the
central server at Ohio DOT
Statewide TMC is conducted via
cellular service in 5-minute
intervals.

Ohio DOT Existing Transportation ITS Object

Transportation ITS Roadway
Equipment

Ohio DOT Safety Patrol
Vehicles

Represents the ITS equipment,
e.g., mobile data terminals and
AVL systems, on vehicles that
provide motorist assistance and
congestion mitigation. Ohio DOT
provides motorist assistance on
ODOT roads throughout the
state. Safety Patrol currently
patrols interstates in six areas of
the state: Cleveland, Cincinnati,
Dayton, Akron, Columbus, and
Toledo. On-board equipment can
receive roadway condition and
weather information, enabling
Safety Patrol operators to
provide further assistance to
motorists.

Ohio DOT Planned Transportation Basic Emergency
Vehicle

Transportation Emergency
Vehicle OBE

Transportation ITS Object

Transportation Vehicle OBE

Ohio DOT Speed
Monitoring Roadside
Equipment

Represents the field equipment
that monitors vehicle speeds for
enforcement purposes or to
advise motorists of their current
speeds.

Ohio DOT Existing Transportation ITS Object
Transportation ITS Roadway

Equipment
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Element Name Element Description Stakeholder Element
Status

Element
Domain

Associated
Physical Objects

Ohio DOT Variable
Speed Limit Signs

Variable Speed Limit (VSL) signs
are an ITS element related to
Ohio's Active Traffic and Demand
Management (ATDM) program
that aims to increase travel time
reliability on Ohio DOT roadways.
VSL signs in the field
communicate centrally with the
Ohio DOT ATMS, and reduced
speeds can be implemented
either by TMC operators or can
be automated based on the level
of traffic detected by nearby Ohio
DOT Vehicle Detection Devices.

Ohio DOT Existing Transportation ITS Object

Transportation ITS Roadway
Equipment

Ohio State Highway
Patrol Vehicles

Represents the ITS equipment,
e.g., mobile data terminals and
AVL systems, on highway patrol
vehicles. On-board equipment
can receive roadway condition
and weather information,
enabling Safety Patrol operators
to provide further assistance to
motorists.

Ohio State
Highway
Patrol

Planned Transportation Basic Emergency
Vehicle

Transportation Emergency
Vehicle OBE

Transportation ITS Object

Transportation Vehicle OBE
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4. ITS Services
ITS services describe what can be done to improve the efficiency, safety, and convenience of the
regional transportation system through better information, advanced systems and new technologies.
Some services are specific to one primary stakeholder while others require broad stakeholder
participation.  This section describes the ITS services that will be supported by the project.

Table 3 – ITS Services

Service
Package

Service Package
Name Service Package Description

Service
Package
Status

Included Elements

SU01 Connected
Vehicle System
Monitoring and
Management

This service package provides
monitoring, management and control
services necessary to other
applications and/or devices operating
within the Connected Vehicle
Environment.  This service package
maintains and monitors the
performance and configuration of the
connected vehicle system. This
includes tracking and management of
the infrastructure configuration as
well as detection, isolation, and
correction of infrastructure service
problems.  It also includes monitoring
of performance of the infrastructure
and mobile equipment, which
includes RSEs, OBEs, the back
office applications, as well as the
communication links that connect the
system.

Planned Connected/Automated
Vehicles
Ohio DOT ATMS
Ohio DOT Connected
Vehicles Roadside
Equipment
Ohio DOT CV Service
Monitor System
Ohio DOT Maintenance and
Construction Vehicles
Ohio DOT Safety Patrol
Vehicles
Ohio State Highway Patrol
Vehicles

SU02 Core
Authorization

This service package manages the
authorization mechanisms to define
roles, responsibilities and permissions
for connected
vehicle applications. This allows
system administrators to establish
operational environments where
different connected vehicle system
users may have different
capabilities.  For instance, some
Mobile elements may be authorized
to request signal priority, or some
Centers may be permitted to use the
geographic broadcast service, while
those without those permissions
would not.

Planned Connected/Automated
Vehicles
Ohio DOT ATMS
Ohio DOT Connected
Vehicles Roadside
Equipment
Ohio DOT CV Authorizing
Center
Ohio DOT Maintenance and
Construction Vehicles
Ohio DOT Safety Patrol
Vehicles
Ohio State Highway Patrol
Vehicles
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Service
Package

Service Package
Name Service Package Description

Service
Package
Status

Included Elements

SU03 Data
Distribution

This service package manages the
distribution of data from data
providers to data consumers and
protects those data from
unauthorized access.  It informs data
providers of how to provide data,
manages data subscriptions, and
provides data forwarding
capabilities.  The service package also
maintains a directory of System Users
that want data and supports multiple
distribution mechanisms including
publish-subscribe and directly from
data provider to data consumer.  It
allows data consumers to specify
(and change the specification of) data
they wish to receive.

Planned Connected/Automated
Vehicles
Ohio DOT ATMS
Ohio DOT Connected
Vehicles Roadside
Equipment
Ohio DOT Event Streaming
Platform

SU05 Location and
Time

This service package identifies the
external systems and interfaces that
provide accurate location and time to
intelligent transportation system
devices and systems.

Planned Connected/Automated
Vehicles
Ohio DOT ATMS
Ohio DOT CCTV Cameras
Ohio DOT Connected
Vehicles Roadside
Equipment
Ohio DOT CV Service
Monitor System
Ohio DOT DMS
Ohio DOT Event Streaming
Platform
Ohio DOT Variable Speed
Limit Signs
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Service
Package

Service Package
Name Service Package Description

Service
Package
Status

Included Elements

SU06 Object
Registration and
Discovery

This service package provides
registration and lookup services
necessary to allow objects to locate
other objects operating within the
Connected Vehicle Environment.
An object registry is like a phone
book for all the connected centers,
systems, and equipment in the
transportation system (the
“objects”).  In this service package,
each object registers itself with the
ORDS and tells the registry where it
lives in the communication network
(e.g., host, port, node name) and
information about the services it
provides - information that other
objects can use to determine the type
of service, the geographic scope of
the service, and other information
that helps users of the registry to
make informed decisions about
which object(s) support a needed
service or information stream.  This is
the “Discovery” part of the
service.  Connected objects can use
the registry to find (discover) objects
that can be used to get needed
information or services.

Planned Connected/Automated
Vehicles
Ohio DOT ATMS
Ohio DOT Connected
Vehicles Roadside
Equipment
Ohio DOT Maintenance and
Construction Vehicles
Ohio DOT Object
Registration and Discovery
System
Ohio DOT Safety Patrol
Vehicles
Ohio State Highway Patrol
Vehicles

SU07 ITS
Communications

This service package provides secure,
reliable communications between ITS
devices.  It provides the layered
protocols and communications
services and includes the physical
network plant and network hardware
that supports ITS communications.  It
also encompasses security services
that protect communications and
preserve privacy, and the
management services that support
network management.

Planned Connected/Automated
Vehicles
ITS Communications
Equipment
Ohio DOT ATMS
Ohio DOT CCTV Cameras
Ohio DOT Connected
Vehicles Roadside
Equipment
Ohio DOT DMS
Ohio DOT Maintenance and
Construction Vehicles
Ohio DOT RWIS Stations
Ohio DOT Safety Patrol
Vehicles
Ohio DOT Speed Monitoring
Roadside Equipment
Ohio DOT Variable Speed
Limit Signs
Ohio State Highway Patrol
Vehicles
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Service
Package

Service Package
Name Service Package Description

Service
Package
Status

Included Elements

SU08 Security and
Credentials
Management

This service package is used to ensure
trusted communications between
mobile devices and other mobile
devices or roadside devices and
protect data they handle from
unauthorized access. The service
package grants trust credentials to
qualified mobile devices and
infrastructure devices in the
Connected Vehicle Environment so
that those devices may be considered
trusted by other devices that receive
trust credentials from the SCM
service package.  The service package
allows credentials to be requested
and revoked and secures the
exchange of trust credentials
between parties, so that no other
party can intercept and use those
credentials illegitimately.  The service
package provides security to the
transmissions between connected
devices, ensuring authenticity and
integrity of the
transmissions.  Additional security
features include privacy protection,
authorization and privilege class
definition, as well as non-repudiation
of origin.

Planned Connected/Automated
Vehicles
Ohio DOT ATMS
Ohio DOT Connected
Vehicles Roadside
Equipment
Ohio DOT Cooperative ITS
Credentials Management
System
Ohio DOT CV Service
Monitor System
Ohio DOT Object
Registration and Discovery
System

SU09 Device
Certification and
Enrollment

This service package is used to
illustrate the certification of devices,
typically but not exclusively those
intended for the connected vehicle
environment. This assumes some
independent certification body that
can verify the performance and
behavior of devices and applications
and provide that information to
credentials-granting entities.

Planned Connected/Automated
Vehicles
Ohio DOT ATMS
Ohio DOT Certification
System
Ohio DOT Connected
Vehicles Roadside
Equipment
Ohio DOT Cooperative ITS
Credentials Management
System
Ohio DOT Maintenance and
Construction Vehicles
Ohio DOT Safety Patrol
Vehicles
Ohio State Highway Patrol
Vehicles
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Service
Package

Service Package
Name Service Package Description

Service
Package
Status

Included Elements

TI07 In-Vehicle
Signage

This service package augments
regulatory, warning, and
informational signs and signals by
providing information directly to
drivers through in-vehicle devices.
The information provided would
include static sign information (e.g.,
stop, curve warning, guide signs,
service signs, and directional signs)
and dynamic information (e.g.,
current signal states including
highway intersection and highway-
rail intersection status and local
conditions warnings identified by
local environmental sensors). This
service package also includes the
capability for maintenance and
construction, emergency, and transit
vehicles to transmit sign information
to vehicles in the vicinity so that in
vehicle signing can be used without
fixed infrastructure in areas such as
work zones, around incidents, and at
bus stops.

Planned Connected/Automated
Vehicles
Ohio DOT ATMS
Ohio DOT Connected
Vehicles Roadside
Equipment
Ohio DOT Maintenance and
Construction Vehicles
Ohio DOT Safety Patrol
Vehicles
Ohio State Highway Patrol
Vehicles
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Service
Package

Service Package
Name Service Package Description

Service
Package
Status

Included Elements

TM20  Variable Speed
Limits

This service package sets variable
speed limits along a roadway to
create more uniform speeds, to
promote safer driving during adverse
conditions (such as fog), and/or to
reduce air pollution.  Also known as
speed harmonization, this service
monitors traffic and environmental
conditions along the roadway.  Based
on the measured data, the system
calculates and sets suitable speed
limits, usually by lane.  Equipment
over and along the roadway displays
the speed limits and additional
information such as basic safety rules
and current traffic information.  The
system can be centrally monitored
and controlled by a traffic
management center or it can be
autonomous.  This service establishes
variable speed limits and
communicates the speed limits to
drivers.   Speed warnings and
enforcement of speeds limits,
including variable speed limits, is
covered in the TM17-Speed Warning
and Enforcement service package.
Variable speed limits are an Active
Traffic Management (ATM) strategy
and are typically used in conjunction
with other ATM strategies (such as
TM22-Dynamic Lane Management
and Shoulder Use and TM23-Dynamic
Roadway Warning).

Existing  Ohio DOT ATMS
Ohio DOT CCTV Cameras
Ohio DOT DMS
Ohio DOT RWIS Stations
Ohio DOT Speed Monitoring
Roadside Equipment
Ohio DOT Variable Speed
Limit Signs
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Service
Package

Service Package
Name Service Package Description

Service
Package
Status

Included Elements

VS07 Road Weather
Motorist Alert
and Warning

This service package collects road
weather data from connected
vehicles and uses that data to
develop short term warnings or
advisories that can be provided to
individual motorists. The information
may come from
either vehicles operated by the
general public and commercial
entities (including passenger cars and
trucks) or specialty vehicles and
public fleet vehicles (such as
snowplows, maintenance trucks, and
other agency pool vehicles). The raw
data will be processed in a controlling
center to generate road segment-
based data outputs. The processing
will also include a road weather
motorist alerts algorithm to generate
short time horizon alerts that will be
pushed to user systems and available
to commercial service
providers.  In addition, the
information collected can be
combined with observations and
forecasts from other sources to
provide medium (next 2-12 hours) or
long term (more than 12 hours)
advisories through a variety of
interfaces including web based and
connected vehicle-based interfaces.

Planned Connected/Automated
Vehicles
Ohio DOT ATMS
Ohio DOT Connected
Vehicles Roadside
Equipment
Ohio DOT Maintenance and
Construction Vehicles
Ohio DOT RWIS Stations
Ohio DOT Safety Patrol
Vehicles
Ohio State Highway Patrol
Vehicles
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Service
Package

Service Package
Name Service Package Description

Service
Package
Status

Included Elements

WX01  Weather Data
Collection

This service package collects current
road and weather conditions using
data collected from environmental
sensors deployed on and about the
roadway.  It also collects data from
vehicles in the road network that can
be used to directly measure or infer
current environmental conditions.  It
leverages vehicle on-board systems
that measure temperature, sense
current weather conditions (rain and
sun sensors) and also can monitor
aspects of the vehicle operational
status (e.g., use of headlights, wipers,
and traction control system) to
gather information about local
environmental conditions.  In
addition, environmental sensor
systems located on Maintenance and
Construction Vehicles are also
potential data sources. The collected
environmental data is used by the
Weather Information Processing and
Distribution service package to
process the information and make
decisions on operations. The
collected environmental data may be
aggregated, combined with data
attributes and sent to meteorological
systems for data qualification and
further data consolidation. The
service package may also request and
receive qualified data sets from
meteorological systems.

Planned Connected/Automated
Vehicles
Ohio DOT ATMS
Ohio DOT Connected
Vehicles Roadside
Equipment
Ohio DOT Maintenance and
Construction Vehicles
Ohio DOT RWIS Stations
Ohio DOT Safety Patrol
Vehicles
Ohio State Highway Patrol
Vehicles
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Service
Package

Service Package
Name Service Package Description

Service
Package
Status

Included Elements

WX03  Spot Weather
Impact Warning

This service package will alert drivers
to unsafe conditions or road closure
at specific points on the downstream
roadway as a result of weather-
related impacts, which include, but
are not limited to high winds, flood
conditions, ice, or fog.  The service
package is designed to use
standalone weather systems to warn
drivers about inclement weather
conditions that may impact travel
conditions.  Real time weather
information is collected from fixed
environmental sensor stations
and vehicle-based sensors.  The
information is processed to
determine the nature of the alert or
warning to be delivered and then
communicated to connected vehicles.
If the warning includes
road closure then diversion
information can be provided.  For
non-equipped vehicles the alerts or
warnings will be provided via
roadway signage. In addition, the
roadway equipment may calculate
the appropriate speed for current
weather conditions and provide this
information to the connected vehicle
or on roadway signage.

Planned Connected/Automated
Vehicles
Ohio DOT ATMS
Ohio DOT Connected
Vehicles Roadside
Equipment
Ohio DOT Maintenance and
Construction Vehicles
Ohio DOT RWIS Stations
Ohio DOT Safety Patrol
Vehicles
Ohio DOT Variable Speed
Limit Signs
Ohio State Highway Patrol
Vehicles
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5. Functionality
Each ITS system operated by the stakeholders must perform certain functions to effectively deliver the
envisioned project capabilities.  The primary functions that each system needs to perform are broadly
defined in the I-90 Lake Effect Corridor architecture as a set of Functional Objects that make up the
physical elements of the architecture.  As projects get implemented requirements will need to be
written to determine what each element must do in order to achieve its given set of functions.

Table 4 – Functional Objects Table

Element Name Physical Object
Name

Functional
Object Functional Object Description

Connected/
Automated Vehicles

ITS Object ITS
Communications
Support

'ITS Communications Support' provides means
to send and receive messages to and from
other ITS Objects. It provides mechanisms for
scheduling and prioritizing communications
traffic. It may also provide relay functions.

Connected/
Automated Vehicles

ITS Object ITS Management
Support

'ITS Management Support' provides
management of the ITS Object. This includes
management of regulatory information and
policies, management of application processes,
management of communication system
configuration and update management,
communications interfaces, protocol-specific
techniques to ensure interoperability such as
service advertisements, communications
congestion management and interference
management, local device states and
communications information, billing
management, fault management, service level
and performance monitoring.

Connected/
Automated Vehicles

ITS Object ITS Security
Support

'ITS Security Support' provides communications
and system security functions to the ITS Object,
including privacy protection functions. It may
include firewall, intrusion management,
authentication, authorization, profile
management, identity management,
cryptographic key management. It may include
a hardware security module and security
management information base.
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Element Name Physical Object
Name

Functional
Object Functional Object Description

Connected/
Automated Vehicles

Vehicle OBE Vehicle Data
Subscription
Management

'Vehicle Data Subscription Management'
manages data subscriptions for an end user.  It
provides access to a catalog of available data,
manages the necessary user information and
rules that govern the data subscriptions,
supports communications with data providers
to collect data per the subscription rules, and
makes the data available to the end user.  It
provides the local user interface through which
a user can specify and manage subscriptions.  It
supports different mechanisms for collecting
data for the end-user including one-time query-
response as well as publish-subscribe services.

Connected/
Automated Vehicles

Vehicle OBE Vehicle
Environmental
Monitoring

'Vehicle Environmental Monitoring' collects
data from on-board sensors and systems
related to environmental conditions and sends
the collected data to the infrastructure as the
vehicle travels.  The collected data is a
byproduct of vehicle safety and convenience
systems and includes ambient air temperature
and precipitation measures and status of the
wipers, lights, ABS, and traction control
systems.

Connected/
Automated Vehicles

Vehicle OBE Vehicle Location
Determination

'Vehicle Location Determination' receives
current location of the vehicle and provides this
information to vehicle applications that use the
location information to provide ITS services.

Connected/
Automated Vehicles

Vehicle OBE Vehicle Roadside
Information
Reception

'Vehicle Roadside Information Reception'
receives advisories, vehicle signage data, and
other driver information and presents this
information to the driver using in-vehicle
equipment.  Information presented may include
fixed sign information, traffic control device
status (e.g., signal phase and timing data),
advisory and detour information, warnings of
adverse road and weather conditions, travel
times, and other driver information.

Connected/
Automated Vehicles

Vehicle OBE Vehicle Support
Services

'Vehicle Support Services' provides foundational
functions that support data collection,
management, and distribution.  It coordinates
with Support subsystems to maintain necessary
registrations with respect to location and scope.

ITS Communications
Equipment

ITS
Communications
Equipment

ITS
Communications
Privacy
Protection

'ITS Communications Privacy Protection'
operates as a proxy, obscuring the originator's
network address, and tagging the message so
that it can return replies to the originator.



I-90 Lake Effect Corridor ITS Architecture

23

Element Name Physical Object
Name

Functional
Object Functional Object Description

ITS Communications
Equipment

ITS
Communications
Equipment

ITS
Communications
Services

'ITS Communications Services' supports secure,
reliable data communications between
connected devices.   It includes the network
devices as well as any required physical cabling
and supporting hardware that represent the
communications infrastructure that originate,
route, and terminate data communications
between a source and a destination.
Applications specific protocols are layered over
more general communications protocols to
support the communications.  Network
management keeps the network configured and
working reliably.  Security services ensure the
data received is correct and from an authentic
source.

ITS Communications
Equipment

ITS Object ITS
Communications
Support

'ITS Communications Support' provides means
to send and receive messages to and from
other ITS Objects. It provides mechanisms for
scheduling and prioritizing communications
traffic. It may also provide relay functions.

ITS Communications
Equipment

ITS Object ITS Security
Support

'ITS Security Support' provides communications
and system security functions to the ITS Object,
including privacy protection functions. It may
include firewall, intrusion management,
authentication, authorization, profile
management, identity management,
cryptographic key management. It may include
a hardware security module and security
management information base.

Ohio DOT ATMS Center Center
Connected
Vehicle
Infrastructure
Management

'Center Connected Vehicle Infrastructure
Management' is the back office application that
supports monitoring and maintenance of the
Connected Vehicle infrastructure (RSEs, support
systems, and associated communications links).
It monitors the performance and configuration
of the infrastructure portion of the Connected
Vehicle Environment.  This includes tracking
and management of the infrastructure
configuration as well as detection, isolation,
and correction of infrastructure service
problems.  The application also includes
monitoring of performance of the infrastructure
equipment, including RSEs and communications
links.

Ohio DOT ATMS Center Center Data
Collection

'Center Data Collection' collects and stores
information that is created in the course of
center operations.  This data can be used
directly by operations personnel or it can be
made available to other data users and archives
in the region.
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Ohio DOT ATMS Center Center Data
Subscription
Management

'Center Data Subscription Management'
manages data subscriptions for an end user.  It
provides access to a catalog of available data,
manages the necessary user information and
rules that govern the data subscriptions,
supports communications with data providers
to collect data per the subscription rules, and
makes the data available to the end user.  It
provides the local user interface through which
a user can specify and manage subscriptions.  It
supports different mechanisms for collecting
subscribed data for the end-user including one-
time query-response as well as publish-
subscribe services.

Ohio DOT ATMS Center Center
Permission
Management

'Center Permission Management' enables
Connected Vehicle system users to request
permission to access connected vehicle
services.  A center may request permission for
the center or the infrastructure devices and
vehicles associated with the center.

Ohio DOT ATMS Center Center Support
Services

'Center Support Services' provides foundational
functions that support data collection,
management, location reference, timing, and
data distribution.  It maintains precise location
and time information to support other services.

Ohio DOT ATMS ITS Object ITS
Communications
Support

'ITS Communications Support' provides means
to send and receive messages to and from
other ITS Objects. It provides mechanisms for
scheduling and prioritizing communications
traffic. It may also provide relay functions.

Ohio DOT ATMS ITS Object ITS Management
Support

'ITS Management Support' provides
management of the ITS Object. This includes
management of regulatory information and
policies, management of application processes,
management of communication system
configuration and update management,
communications interfaces, protocol-specific
techniques to ensure interoperability such as
service advertisements, communications
congestion management and interference
management, local device states and
communications information, billing
management, fault management, service level
and performance monitoring.
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Ohio DOT ATMS ITS Object ITS Security
Support

'ITS Security Support' provides communications
and system security functions to the ITS Object,
including privacy protection functions. It may
include firewall, intrusion management,
authentication, authorization, profile
management, identity management,
cryptographic key management. It may include
a hardware security module and security
management information base.

Ohio DOT ATMS Traffic
Management
Center

TMC Basic
Surveillance

'TMC Basic Surveillance' remotely monitors and
controls traffic sensor systems and surveillance
(e.g., CCTV) equipment, and collects, processes
and stores the collected traffic data.  Current
traffic information and other real-time
transportation information is also collected
from other centers.  The collected information
is provided to traffic operations personnel and
made available to other centers.

Ohio DOT ATMS Traffic
Management
Center

TMC
Environmental
Monitoring

'TMC Environmental Monitoring' assimilates
current and forecast road conditions and
surface weather information using a
combination of weather service provider
information, information collected by other
centers such as the Maintenance and
Construction Management Center, data
collected from environmental sensors deployed
on and about the roadway, and information
collected from connected vehicles.  The
collected environmental information is
monitored and presented to the operator.  This
information can be used to issue general
traveler advisories and support location specific
warnings to drivers.

Ohio DOT ATMS Traffic
Management
Center

TMC In-Vehicle
Signing
Management

'TMC In-Vehicle Signing Management' controls
and monitors RSEs that support in-vehicle
signing.  Sign information that may include
static regulatory, service, and directional sign
information as well as variable information such
as traffic and road conditions can be provided
to the RSE, which uses short range
communications to send the information to in-
vehicle equipment.  Information that is
currently being communicated to passing
vehicles and the operational status of the field
equipment is monitored by this application.
The operational status of the field equipment is
reported to operations personnel.
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Ohio DOT ATMS Traffic
Management
Center

TMC Road
Weather
Advisories and
Warnings

'TMC Road Weather Advisories and Warnings'
provides road weather advisories to drivers and
other travelers.  Advisories are based on
environmental information collected from a
variety of data sources, including data collected
from roadside sensors and connected vehicles.

Ohio DOT ATMS Traffic
Management
Center

TMC Traffic
Information
Dissemination

'TMC Traffic Information Dissemination'
disseminates traffic and road conditions,
closure and detour information, incident
information, driver advisories, and other traffic-
related data to other centers, the media, and
driver information systems.  It monitors and
controls driver information system field
equipment including dynamic message signs
and highway advisory radio, managing
dissemination of driver information through
these systems.

Ohio DOT ATMS Traffic
Management
Center

TMC Variable
Speed Limits

'TMC Variable Speed Limits' provides center
monitoring and control of variable speed limits
systems.  It monitors data on traffic and
environmental conditions collected from
sensors along the roadway.  Based on the
measured data, it calculates and sets suitable
speed limits usually by lane.  It controls
equipment that posts the current speed limits
and displays additional information such as
basic safety rules and current traffic
information to drivers.

Ohio DOT CCTV
Cameras

ITS Roadway
Equipment

Roadway Basic
Surveillance

'Roadway Basic Surveillance' monitors traffic
conditions using fixed equipment such as loop
detectors and CCTV cameras.

Ohio DOT CCTV
Cameras

ITS Roadway
Equipment

Roadway Time
Management

'Roadway Time Management' provides
foundational time keeping functionality that
supports an accurate, synchronized time
reference in ITS field equipment.  It receives
accurate time information from an external
source and maintains a local time reference
using an internal clock in between time
synchronizations.

Ohio DOT
Certification System

Certification
System

Certification of
Applications

'Certification of Applications' verifies the
performance and integrity of software for use
in the ITS environment. It interacts with and
monitors software in device configurations and
verifies that the software is able to operate as
specified; it may also certify that the software
meets the requirements associated with
particular services and should be entitled to
application-specific credentials.
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Ohio DOT
Certification System

Certification
System

Certification of
Devices

'Certification of Devices' verifies the
performance, integrity and functionality of
devices, including necessary firmware, for use
in the ITS environment. It monitors software
and hardware including radios, processors and
tamper-related sensors to verify that the device
and its operating software is able to operate as
specified; it may also certify that the hardware
and firmware meet the requirements
associated with particular services and should
be entitled to device-specific credentials.

Ohio DOT
Certification System

ITS Object ITS Management
Support

'ITS Management Support' provides
management of the ITS Object. This includes
management of regulatory information and
policies, management of application processes,
management of communication system
configuration and update management,
communications interfaces, protocol-specific
techniques to ensure interoperability such as
service advertisements, communications
congestion management and interference
management, local device states and
communications information, billing
management, fault management, service level
and performance monitoring.

Ohio DOT
Certification System

ITS Object ITS Security
Support

'ITS Security Support' provides communications
and system security functions to the ITS Object,
including privacy protection functions. It may
include firewall, intrusion management,
authentication, authorization, profile
management, identity management,
cryptographic key management. It may include
a hardware security module and security
management information base.

Ohio DOT Connected
Vehicles Roadside
Equipment

Connected
Vehicle Roadside
Equipment

RSE Data
Subscription
Management

'RSE Data Subscription Management' manages
data subscriptions for an RSE.  It provides
access to a catalog of available data, manages
the necessary identification information and
rules that govern the data subscriptions,
supports communications with data providers
to collect data per the subscription rules, and
makes the data available to other RSE
applications.  It supports different mechanisms
for collecting data including one-time query-
response as well as publish-subscribe services.
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Ohio DOT Connected
Vehicles Roadside
Equipment

Connected
Vehicle Roadside
Equipment

RSE Device
Management

'RSE Device Management' provides executive
control and monitoring of the RSE hardware
and installed software applications.  It monitors
the operational status of the hardware and
other attached field devices and detects and
reports fault conditions.  A back office interface
supports application installation, upgrade, and
configuration as well as remote control of the
operating mode and hardware configuration
settings and initiation of remote diagnostics.  A
local interface is provided to field personnel for
local monitoring and diagnostics, supporting
field maintenance, repair, and replacement.

Ohio DOT Connected
Vehicles Roadside
Equipment

Connected
Vehicle Roadside
Equipment

RSE
Environmental
Monitoring

'RSE Environmental Monitoring' collects
environmental situation (probe) data from
passing vehicles that are equipped with short
range communications capability.  The collected
data includes current environmental conditions
as measured by on-board sensors (e.g., ambient
temperature and precipitation measures),
current status of vehicle systems that can be
used to infer environmental conditions (e.g.,
status of lights, wipers, ABS, and traction
control systems), and emissions measures
reported by the vehicle.  The functional object
collects the provided data, aggregates and
filters the data based on provided configuration
parameters, and sends the collected
information back to a center for processing and
distribution.  This functional object may also
process the collected data locally and issue
short-term road weather advisories for the road
segment using short range communications.

Ohio DOT Connected
Vehicles Roadside
Equipment

Connected
Vehicle Roadside
Equipment

RSE Position
Correction
Support

'RSE Position Correction Support' broadcasts
differential positioning data to enable precise
locations to be determined by passing vehicles,
supporting Connected Vehicle applications that
require highly accurate positioning.  The
differential positioning data may be calculated
directly by a precisely located RSE that is
operating as a reference station or received
from an external reference station and relayed
to passing vehicles.
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Ohio DOT Connected
Vehicles Roadside
Equipment

Connected
Vehicle Roadside
Equipment

RSE Speed
Warning

'RSE Speed Warning' notifies connected
vehicles that are approaching a reduced speed
zone, providing: (1) the zone’s current posted
speed limit and (2) any roadway configuration
changes associated with the reduced speed
zone (e.g., lane closures, lane shifts) if
applicable, and (3) associated warning
information (i.e., the reason for the reduced
speed warning).  Configuration parameters that
define the applicable speed limit(s), geographic
location and extent of the reduced speed zone,
and roadway configuration information are
received from a center or provided through a
local interface.  The characteristics of individual
vehicles may also be monitored and used to
warn vehicles with specific limitations that
reduce safe operating speeds, (e.g., rollover risk
for tall vehicles). This functional object works in
conjunction with the 'Roadway Speed
Monitoring and Warning' functional object,
which uses traditional ITS field equipment to
warn non-equipped vehicles.

Ohio DOT Connected
Vehicles Roadside
Equipment

Connected
Vehicle Roadside
Equipment

RSE Support
Services

'RSE Support Services' provides foundational
functions that support data collection,
management, location reference, timing, and
data distribution.  It coordinates with Support
subsystems to maintain necessary registrations
with respect to location and scope.  It maintains
precise location and time information to
support other services.

Ohio DOT Connected
Vehicles Roadside
Equipment

Connected
Vehicle Roadside
Equipment

RSE Traveler
Information
Communications

'RSE Traveler Information Communications'
includes field elements that distribute
information to vehicles for in-vehicle display.
The information may be provided by a center
(e.g., variable information on traffic and road
conditions in the vicinity of the field equipment)
or it may be determined and output locally
(e.g., static sign information and signal phase
and timing information).  This includes the
interface to the center or field equipment that
controls the information distribution and the
short-range communications equipment that
provides information to passing vehicles.

Ohio DOT Connected
Vehicles Roadside
Equipment

ITS Object ITS
Communications
Support

'ITS Communications Support' provides means
to send and receive messages to and from
other ITS Objects. It provides mechanisms for
scheduling and prioritizing communications
traffic. It may also provide relay functions.
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Ohio DOT Connected
Vehicles Roadside
Equipment

ITS Object ITS Management
Support

'ITS Management Support' provides
management of the ITS Object. This includes
management of regulatory information and
policies, management of application processes,
management of communication system
configuration and update management,
communications interfaces, protocol-specific
techniques to ensure interoperability such as
service advertisements, communications
congestion management and interference
management, local device states and
communications information, billing
management, fault management, service level
and performance monitoring.

Ohio DOT Connected
Vehicles Roadside
Equipment

ITS Object ITS Security
Support

'ITS Security Support' provides communications
and system security functions to the ITS Object,
including privacy protection functions. It may
include firewall, intrusion management,
authentication, authorization, profile
management, identity management,
cryptographic key management. It may include
a hardware security module and security
management information base.

Ohio DOT
Cooperative ITS
Credentials
Management System

Cooperative ITS
Credentials
Management
System

CCMS
Authorization

'CCMS Authorization' components provide
authorization credentials (e.g., pseudonym
certificates) to end entities.  The end entity
applies for and obtains authorization
credentials, enabling the end entity to enter the
“Operational” state.  This function requires an
interactive dialog, including at minimum a
Certificate Request from the end entity desiring
certificates.  This request will be checked for
validity, with the embedded enrollment
certificate checked against an internal blacklist.
If all checks are passed, this function will
distribute a bundle of linked pseudonym
certificates suitable for use by the requesting
end entity, with the characteristics and usage
rules of those certificates dependent on the
operational policies of the CCMS.  It also
provides the secure provisioning of a given
object’s Decryption Key in response to an
authorized request from that object.  The
retrieved Decryption Key will be used by the
receiving object to decrypt the “next valid”
batch within the set of previously retrieved
Security Credential batches.
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Ohio DOT
Cooperative ITS
Credentials
Management System

Cooperative ITS
Credentials
Management
System

CCMS
Enrollment

'CCMS Enrollment' components provide
enrollment credentials to end entities.  The end
entity applies for and obtains enrollment
credentials that can be used to communicate
with other CCMS components, entering the
“Unauthorized” state.  CCMS Enrollment
components also participate in de-registration
processes through interaction with CCMS
Revocation components.

Ohio DOT
Cooperative ITS
Credentials
Management System

Cooperative ITS
Credentials
Management
System

CCMS
Misbehavior
Reporting and
Action

'CCMS Misbehavior Reporting and Action'
components process misbehavior reports from
end entities.  Misbehavior reports are analyzed
and investigated if warranted.  Investigated
misbehavior reports are correlated with end
entities and systemic issues are identified.  If
revocation is warranted, this component
provides information to Authorization or
Revocation components to initiate revocation
and/or blacklisting, as appropriate.

Ohio DOT
Cooperative ITS
Credentials
Management System

Cooperative ITS
Credentials
Management
System

CCMS
Provisioning

'CCMS Provisioning' components provide the
end entity with material that allows it to enter
the 'Unenrolled' state.  This consists of root
certificates and the crypto material that allows
it to communicate securely with the Enrollment
components.  This function ensures the
requesting entity meets requirements for
provisioning and provides the certificates and
relevant policy information to entities that
meet the requirements.

Ohio DOT
Cooperative ITS
Credentials
Management System

Cooperative ITS
Credentials
Management
System

CCMS
Revocation

'CCMS Revocation' components generate the
internal blacklist and Certificate Revocation List
(CRL) and distribute them to other CCMS
components and end entities.  Once placed on
the CRL, an end entity is in the Unauthorized
state.  Once placed on the blacklist, an end
entity is in the Unenrolled state.

Ohio DOT
Cooperative ITS
Credentials
Management System

ITS Object ITS Management
Support

'ITS Management Support' provides
management of the ITS Object. This includes
management of regulatory information and
policies, management of application processes,
management of communication system
configuration and update management,
communications interfaces, protocol-specific
techniques to ensure interoperability such as
service advertisements, communications
congestion management and interference
management, local device states and
communications information, billing
management, fault management, service level
and performance monitoring.
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Ohio DOT
Cooperative ITS
Credentials
Management System

ITS Object ITS Security
Support

'ITS Security Support' provides communications
and system security functions to the ITS Object,
including privacy protection functions. It may
include firewall, intrusion management,
authentication, authorization, profile
management, identity management,
cryptographic key management. It may include
a hardware security module and security
management information base.

Ohio DOT CV
Authorizing Center

Authorizing
Center

Core
Authorization

'Core Authorization' manages authorization
mechanisms to define permissions for System
Users.  This enables the Core System to
establish operational environments where
different System Users may have different
capabilities in terms of accessing Core services
and interacting with one another.  For instance,
some Mobile elements may be authorized to
request signal priority, or some Centers may be
permitted to use the geographic broadcast
service, while those without those permissions
would not.

Ohio DOT CV
Authorizing Center

Center Center
Permission
Management

'Center Permission Management' enables
Connected Vehicle system users to request
permission to access connected vehicle
services.  A center may request permission for
the center or the infrastructure devices and
vehicles associated with the center.

Ohio DOT CV
Authorizing Center

ITS Object ITS Security
Support

'ITS Security Support' provides communications
and system security functions to the ITS Object,
including privacy protection functions. It may
include firewall, intrusion management,
authentication, authorization, profile
management, identity management,
cryptographic key management. It may include
a hardware security module and security
management information base.

Ohio DOT CV Service
Monitor System

ITS Object ITS Management
Support

'ITS Management Support' provides
management of the ITS Object. This includes
management of regulatory information and
policies, management of application processes,
management of communication system
configuration and update management,
communications interfaces, protocol-specific
techniques to ensure interoperability such as
service advertisements, communications
congestion management and interference
management, local device states and
communications information, billing
management, fault management, service level
and performance monitoring.
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Ohio DOT CV Service
Monitor System

ITS Object ITS Security
Support

'ITS Security Support' provides communications
and system security functions to the ITS Object,
including privacy protection functions. It may
include firewall, intrusion management,
authentication, authorization, profile
management, identity management,
cryptographic key management. It may include
a hardware security module and security
management information base.

Ohio DOT CV Service
Monitor System

Service Monitor
System

SM Device
Management

'SM Device Management' provides the
functions necessary to manage devices,
including network management, operational
status monitoring, and application performance
monitoring.

Ohio DOT CV Service
Monitor System

Service Monitor
System

SM Time
Synchronization

'SM Time Synchronization' provides the
functions necessary to receive accurate time
from an external Network Time Server and
provide that Coordinated Universal Time (UTC)
as Time Local Form to other center systems and
field devices.

Ohio DOT DMS ITS Object ITS
Communications
Support

'ITS Communications Support' provides means
to send and receive messages to and from
other ITS Objects. It provides mechanisms for
scheduling and prioritizing communications
traffic. It may also provide relay functions.

Ohio DOT DMS ITS Object ITS Security
Support

'ITS Security Support' provides communications
and system security functions to the ITS Object,
including privacy protection functions. It may
include firewall, intrusion management,
authentication, authorization, profile
management, identity management,
cryptographic key management. It may include
a hardware security module and security
management information base.

Ohio DOT DMS ITS Roadway
Equipment

Roadway Time
Management

'Roadway Time Management' provides
foundational time keeping functionality that
supports an accurate, synchronized time
reference in ITS field equipment.  It receives
accurate time information from an external
source and maintains a local time reference
using an internal clock in between time
synchronizations.

Ohio DOT DMS ITS Roadway
Equipment

Roadway Traffic
Information
Dissemination

'Roadway Traffic Information Dissemination'
includes field elements that provide
information to drivers, including dynamic
message signs and highway advisory radios.

Ohio DOT Event
Streaming Platform

Data Distribution
System

DDS Data Access
Management

'DDS Data Access Management' defines the
access mechanisms, structures and restrictions
for inbound (from providers) and outbound (to
consumers) data.
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Ohio DOT Event
Streaming Platform

Data Distribution
System

DDS Data
Collection and
Aggregation

'DDS Data Collection and Aggregation' collects
data 'deposits' from producers including meta
data such as the generation location and time.
It authenticates and validates the data deposits
and logs all associated meta data.
Authenticated, valid data is bundled based on
information type and location and made
available as data products to consumers who
are interested in the data.  It establishes
delivery parameters for data consumers that
subscribe based on parameters including
content type and geographic region of interest
and delivers data to consumers based on these
parameters.

Ohio DOT Event
Streaming Platform

Data Distribution
System

DDS Support
Services

'DDS Support Services' provides foundational
functions that support data collection,
management, timing, and data distribution.  It
coordinates with Support subsystems to
maintain necessary registrations with respect to
location and scope.

Ohio DOT
Maintenance and
Construction
Vehicles

ITS Object ITS
Communications
Support

'ITS Communications Support' provides means
to send and receive messages to and from
other ITS Objects. It provides mechanisms for
scheduling and prioritizing communications
traffic. It may also provide relay functions.

Ohio DOT
Maintenance and
Construction
Vehicles

ITS Object ITS Management
Support

'ITS Management Support' provides
management of the ITS Object. This includes
management of regulatory information and
policies, management of application processes,
management of communication system
configuration and update management,
communications interfaces, protocol-specific
techniques to ensure interoperability such as
service advertisements, communications
congestion management and interference
management, local device states and
communications information, billing
management, fault management, service level
and performance monitoring.

Ohio DOT
Maintenance and
Construction
Vehicles

ITS Object ITS Security
Support

'ITS Security Support' provides communications
and system security functions to the ITS Object,
including privacy protection functions. It may
include firewall, intrusion management,
authentication, authorization, profile
management, identity management,
cryptographic key management. It may include
a hardware security module and security
management information base.
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Ohio DOT
Maintenance and
Construction
Vehicles

Maint and
Constr Vehicle
OBE

MCV
Environmental
Monitoring

'MCV Environmental Monitoring' collects
current road and surface weather conditions
from sensors on-board the maintenance and
construction vehicle or by querying fixed
sensors on or near the roadway.  Environmental
information including road surface
temperature, air temperature, and wind speed
is measured and spatially located and time
stamped, and reported back to a center.

Ohio DOT
Maintenance and
Construction
Vehicles

Maint and
Constr Vehicle
OBE

MCV Work Zone
Support

'MCV Work Zone Support' provides
communications and support for local
management of a work zone.  It supports
communications between field personnel and
the managing center to keep the center
appraised of current work zone status.  It
controls vehicle-mounted driver information
systems (e.g., dynamic message signs) and uses
short range communications to monitor and
control other fixed or portable driver
information systems in the work zone.

Ohio DOT
Maintenance and
Construction
Vehicles

Vehicle OBE Vehicle
Environmental
Monitoring

'Vehicle Environmental Monitoring' collects
data from on-board sensors and systems
related to environmental conditions and sends
the collected data to the infrastructure as the
vehicle travels.  The collected data is a
byproduct of vehicle safety and convenience
systems and includes ambient air temperature
and precipitation measures and status of the
wipers, lights, ABS, and traction control
systems.

Ohio DOT
Maintenance and
Construction
Vehicles

Vehicle OBE Vehicle Roadside
Information
Reception

'Vehicle Roadside Information Reception'
receives advisories, vehicle signage data, and
other driver information and presents this
information to the driver using in-vehicle
equipment.  Information presented may include
fixed sign information, traffic control device
status (e.g., signal phase and timing data),
advisory and detour information, warnings of
adverse road and weather conditions, travel
times, and other driver information.

Ohio DOT
Maintenance and
Construction
Vehicles

Vehicle OBE Vehicle Support
Services

'Vehicle Support Services' provides foundational
functions that support data collection,
management, and distribution.  It coordinates
with Support subsystems to maintain necessary
registrations with respect to location and scope.
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Ohio DOT Object
Registration and
Discovery System

ITS Object ITS Management
Support

'ITS Management Support' provides
management of the ITS Object. This includes
management of regulatory information and
policies, management of application processes,
management of communication system
configuration and update management,
communications interfaces, protocol-specific
techniques to ensure interoperability such as
service advertisements, communications
congestion management and interference
management, local device states and
communications information, billing
management, fault management, service level
and performance monitoring.

Ohio DOT Object
Registration and
Discovery System

ITS Object ITS Security
Support

'ITS Security Support' provides communications
and system security functions to the ITS Object,
including privacy protection functions. It may
include firewall, intrusion management,
authentication, authorization, profile
management, identity management,
cryptographic key management. It may include
a hardware security module and security
management information base.

Ohio DOT Object
Registration and
Discovery System

Object
Registration and
Discovery
System

Object
Registration and
Discovery

'Object Registration and Discovery' facilitates
the registration of services by the respective
service providers and the subsequent query-
based discovery of these registered services.
Many of the services offered by roadside or
center-based service providers operating within
the project geographic boundary will require an
advertisement of their existence and cyber
location to potential users; which consist
primarily of PIDs and vehicles, but could include
roadside or other center-based services.

Ohio DOT RWIS
Stations

ITS Object ITS
Communications
Support

'ITS Communications Support' provides means
to send and receive messages to and from
other ITS Objects. It provides mechanisms for
scheduling and prioritizing communications
traffic. It may also provide relay functions.
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Element Name Physical Object
Name

Functional
Object Functional Object Description

Ohio DOT RWIS
Stations

ITS Roadway
Equipment

Roadway
Environmental
Monitoring

'Roadway Environmental Monitoring' measures
environmental conditions and communicates
the collected information back to a center
where it can be monitored and analyzed or to
other field devices to support communications
to vehicles.  A broad array of general weather
and road surface information may be collected.
Weather conditions that may be measured
include temperature, wind, humidity,
precipitation, and visibility.  Surface and sub-
surface sensors can measure road surface
temperature, moisture, icing, salinity, and other
measures.

Ohio DOT Safety
Patrol Vehicles

Emergency
Vehicle OBE

EV On-Board
Incident
Management
Communication

'EV On-board Incident Management
Communication' provides communications
support to first responders.  Information about
the incident, information on dispatched
resources, and ancillary information such as
road and weather conditions are provided to
emergency personnel.  Emergency personnel
transmit information about the incident such as
identification of vehicles and people involved,
the extent of injuries, hazardous material,
resources on site, site management strategies
in effect, and current clearance status.
Emergency personnel may also send in-vehicle
signing messages to approaching traffic using
short range communications.

Ohio DOT Safety
Patrol Vehicles

ITS Object ITS
Communications
Support

'ITS Communications Support' provides means
to send and receive messages to and from
other ITS Objects. It provides mechanisms for
scheduling and prioritizing communications
traffic. It may also provide relay functions.

Ohio DOT Safety
Patrol Vehicles

ITS Object ITS Management
Support

'ITS Management Support' provides
management of the ITS Object. This includes
management of regulatory information and
policies, management of application processes,
management of communication system
configuration and update management,
communications interfaces, protocol-specific
techniques to ensure interoperability such as
service advertisements, communications
congestion management and interference
management, local device states and
communications information, billing
management, fault management, service level
and performance monitoring.
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Element Name Physical Object
Name

Functional
Object Functional Object Description

Ohio DOT Safety
Patrol Vehicles

ITS Object ITS Security
Support

'ITS Security Support' provides communications
and system security functions to the ITS Object,
including privacy protection functions. It may
include firewall, intrusion management,
authentication, authorization, profile
management, identity management,
cryptographic key management. It may include
a hardware security module and security
management information base.

Ohio DOT Safety
Patrol Vehicles

Vehicle OBE Vehicle
Environmental
Monitoring

'Vehicle Environmental Monitoring' collects
data from on-board sensors and systems
related to environmental conditions and sends
the collected data to the infrastructure as the
vehicle travels.  The collected data is a
byproduct of vehicle safety and convenience
systems and includes ambient air temperature
and precipitation measures and status of the
wipers, lights, ABS, and traction control
systems.

Ohio DOT Safety
Patrol Vehicles

Vehicle OBE Vehicle Roadside
Information
Reception

'Vehicle Roadside Information Reception'
receives advisories, vehicle signage data, and
other driver information and presents this
information to the driver using in-vehicle
equipment.  Information presented may include
fixed sign information, traffic control device
status (e.g., signal phase and timing data),
advisory and detour information, warnings of
adverse road and weather conditions, travel
times, and other driver information.

Ohio DOT Safety
Patrol Vehicles

Vehicle OBE Vehicle Support
Services

'Vehicle Support Services' provides foundational
functions that support data collection,
management, and distribution.  It coordinates
with Support subsystems to maintain necessary
registrations with respect to location and scope.

Ohio DOT Speed
Monitoring Roadside
Equipment

ITS Object ITS
Communications
Support

'ITS Communications Support' provides means
to send and receive messages to and from
other ITS Objects. It provides mechanisms for
scheduling and prioritizing communications
traffic. It may also provide relay functions.

Ohio DOT Speed
Monitoring Roadside
Equipment

ITS Roadway
Equipment

Roadway Basic
Surveillance

'Roadway Basic Surveillance' monitors traffic
conditions using fixed equipment such as loop
detectors and CCTV cameras.

Ohio DOT Variable
Speed Limit Signs

ITS Object ITS
Communications
Support

'ITS Communications Support' provides means
to send and receive messages to and from
other ITS Objects. It provides mechanisms for
scheduling and prioritizing communications
traffic. It may also provide relay functions.
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Element Name Physical Object
Name

Functional
Object Functional Object Description

Ohio DOT Variable
Speed Limit Signs

ITS Object ITS Security
Support

'ITS Security Support' provides communications
and system security functions to the ITS Object,
including privacy protection functions. It may
include firewall, intrusion management,
authentication, authorization, profile
management, identity management,
cryptographic key management. It may include
a hardware security module and security
management information base.

Ohio DOT Variable
Speed Limit Signs

ITS Roadway
Equipment

Roadway Time
Management

'Roadway Time Management' provides
foundational time keeping functionality that
supports an accurate, synchronized time
reference in ITS field equipment.  It receives
accurate time information from an external
source and maintains a local time reference
using an internal clock in between time
synchronizations.

Ohio DOT Variable
Speed Limit Signs

ITS Roadway
Equipment

Roadway
Variable Speed
Limits

'Roadway Variable Speed Limits' includes the
field equipment, physical overhead lane signs
and associated control electronics that are used
to manage and control variable speed limits
systems.  This equipment monitors traffic and
environmental conditions along the roadway.
The system can be centrally monitored and
controlled by a Traffic Management Center or it
can be autonomous, calculating and setting
suitable speed limits, usually by lane.  This
application displays the speed limits and
additional information such as basic safety rules
and current traffic information to drivers.

Ohio State Highway
Patrol Vehicles

Emergency
Vehicle OBE

EV On-Board
Incident
Management
Communication

'EV On-board Incident Management
Communication' provides communications
support to first responders.  Information about
the incident, information on dispatched
resources, and ancillary information such as
road and weather conditions are provided to
emergency personnel.  Emergency personnel
transmit information about the incident such as
identification of vehicles and people involved,
the extent of injuries, hazardous material,
resources on site, site management strategies
in effect, and current clearance status.
Emergency personnel may also send in-vehicle
signing messages to approaching traffic using
short range communications.

Ohio State Highway
Patrol Vehicles

ITS Object ITS
Communications
Support

'ITS Communications Support' provides means
to send and receive messages to and from
other ITS Objects. It provides mechanisms for
scheduling and prioritizing communications
traffic. It may also provide relay functions.
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Element Name Physical Object
Name

Functional
Object Functional Object Description

Ohio State Highway
Patrol Vehicles

ITS Object ITS Management
Support

'ITS Management Support' provides
management of the ITS Object. This includes
management of regulatory information and
policies, management of application processes,
management of communication system
configuration and update management,
communications interfaces, protocol-specific
techniques to ensure interoperability such as
service advertisements, communications
congestion management and interference
management, local device states and
communications information, billing
management, fault management, service level
and performance monitoring.

Ohio State Highway
Patrol Vehicles

ITS Object ITS Security
Support

'ITS Security Support' provides communications
and system security functions to the ITS Object,
including privacy protection functions. It may
include firewall, intrusion management,
authentication, authorization, profile
management, identity management,
cryptographic key management. It may include
a hardware security module and security
management information base.

Ohio State Highway
Patrol Vehicles

Vehicle OBE Vehicle
Environmental
Monitoring

'Vehicle Environmental Monitoring' collects
data from on-board sensors and systems
related to environmental conditions and sends
the collected data to the infrastructure as the
vehicle travels.  The collected data is a
byproduct of vehicle safety and convenience
systems and includes ambient air temperature
and precipitation measures and status of the
wipers, lights, ABS, and traction control
systems.

Ohio State Highway
Patrol Vehicles

Vehicle OBE Vehicle Roadside
Information
Reception

'Vehicle Roadside Information Reception'
receives advisories, vehicle signage data, and
other driver information and presents this
information to the driver using in-vehicle
equipment.  Information presented may include
fixed sign information, traffic control device
status (e.g., signal phase and timing data),
advisory and detour information, warnings of
adverse road and weather conditions, travel
times, and other driver information.

Ohio State Highway
Patrol Vehicles

Vehicle OBE Vehicle Support
Services

'Vehicle Support Services' provides foundational
functions that support data collection,
management, and distribution.  It coordinates
with Support subsystems to maintain necessary
registrations with respect to location and scope.
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6. Interfaces
The interfaces of the transportation systems in I-90 Lake Effect Corridor are based on the regional ITS
architecture and tailored to reflect the plan for the project.  Architecture diagrams display the
transportation systems in the I-90 Lake Effect Corridor ITS Architecture, and more importantly, how
these systems are and will be connected with one another so information can be exchanged and
transportation services can be coordinated. Stakeholders may use these diagrams to identify integration
opportunities. Each system in the region is represented with two types of diagrams, a context diagram
and an interface diagram.

A context diagram shows a particular system and all other systems with which it shares information.
Interconnects are represented as single lines and indicate information sharing without specifying the
type of information being shared or the direction of the information movement. Within each context
diagram are a series of information flows showing the information movement between the various
systems.  Descriptions of the information flows are included at the end of this section of the report.

Information about the interfaces of the systems in the region is contained in the RAD-IT database.  RAD-
IT can be used to create tailored interconnect and information flow diagrams for any system in the
database.
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I-90 Lake Effect Corridor Context Diagrams

Figure 2:  Connected/Automated Vehicles Context Diagram
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Figure 3:  Ohio DOT ATMS Context Diagram
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Figure 4:  Ohio DOT CCTV Cameras Context Diagram
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Figure 5:  Ohio DOT Certification System Context Diagram
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Figure 6:  Ohio DOT Connected Vehicles Roadside Equipment Context Diagram
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Figure 7:  Ohio DOT Cooperative ITS Credentials Management System Context Diagram
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Figure 8:  Ohio DOT CV Authorizing Center Context Diagram
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Figure 9:  Ohio DOT CV Service Monitor System Context Diagram

Figure 10:  Ohio DOT DMS Context Diagram
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Figure 11:  Ohio DOT Event Streaming Platform Context Diagram
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Figure 12:  Ohio DOT Maintenance and Construction Vehicles Context Diagram
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Figure 13:  Ohio DOT Object Registration and Discovery System Context Diagram
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Figure 14:  Ohio DOT RWIS Stations Context Diagram

Ohio DOT
Ohio DOT RWIS Stations

Ohio DOT
Ohio DOT Connected Vehicles

Roadside Equipment

Ohio DOT
Ohio DOT ATMS

Ohio DOT
Ohio DOT Variable Speed Limit Signs

Ohio DOT
Ohio DOT DMS

vehicle signage local data
environmental sensors control

environmental sensor data
device identification

environmental sensor data
environmental sensors control

roadway equipment coordination
roadway equipment coordination

Planned



I-90 Lake Effect Corridor ITS Architecture

54

Figure 15:  Ohio DOT Safety Patrol Vehicles Context Diagram
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Figure 16:  Ohio DOT Speed Monitoring Roadside Equipment Context Diagram

Figure 17:  Ohio DOT Variable Speed Limit Signs Context Diagram
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Figure 18:  Ohio State Highway Patrol Vehicles Context Diagram
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device test response Response to a device stimulus, typically used to verify the device’s performance and
behavior.
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Flow Name Description
device test stimulus Input provided to verify the performance of a device. Typically will prompt

(stimulate) the target under examination in order to measure the response.
enrollment credentials Long-term security credentials such as ‘enrollment certificates’ that demonstrate

the trust-worthiness of the source device or application.
environmental
monitoring application
info

Environmental monitoring application parameters and thresholds that control the
filtering, aggregation, and range of measures that are collected, derived, and
reported.  This flow also supports remote control of the application so the
application can be taken offline, reset, or restarted.

environmental
monitoring application
status

Environmental monitoring application status reported by the RSE.  This includes
current operational state and status of the RSE and a record of system operation.

environmental sensor
data

Current road conditions (e.g., surface temperature, subsurface temperature,
moisture, icing, treatment status) and surface weather conditions (e.g., air
temperature, wind speed, precipitation, visibility) as measured and reported by
fixed and/or mobile environmental sensors.  Operational status of the sensors is also
included.

environmental sensors
control

Data used to configure and control environmental sensors.

environmental situation
data

Aggregated and filtered vehicle environmental data collected from vehicle safety
and convenience systems including measured air temperature, exterior light status,
wiper status, sun sensor status, rain sensor status, traction control status, anti-lock
brake status, and other collected vehicle system status and sensor information.  This
information flow represents the aggregated and filtered environmental data sets
that are provided by the RSE to the back office center.  Depending on the RSE
configuration and implementation, the data set may also include environmental
sensor station data collected by the RSE.

equipment control
commands

System-level control commands issued to the RSE such as reset and remote
diagnostics.

intersection geometry The physical geometry of an intersection covering the location and width of each
approaching lane, egress lane, and valid paths between approaches and egresses.
This flow also defines the location of stop lines, cross walks, specific traffic law
restrictions for the intersection (e.g., turning movement restrictions), and other
elements that support calculation of a safe and legal vehicle path through the
intersection.

lane closure
information

Lane closure information provided to passing vehicles.  This flow provides
information about roadway configuration changes such as lane closures and shifts.

location correction Information provided to improve positional accuracy. These corrections allow a
mobile GPS receiver, such as a GPS system in a connected vehicle, to achieve a
greater absolute positional accuracy, compensating for errors that exist in satellite
positioning.

map updates Map update which could include a new underlying static or real-time map or map
layer(s) update.

misbehavior report Notification of potential security issues encountered in processing messages,
including message authentication or integrity failures, plausibility failures, or other
issues appropriate to the CCMS’ misbehavior policies.

object discovery Represents the interactive discovery of network communications related
information by any end entity, querying the ORDS. Information exchange could be as
simple as a Domain Name Service (DNS) query, or it could include service and service
metric information.

object registration Represents the provision of information related to communications, service and
service metric information from a service provider end entity to the ORDS.
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Flow Name Description
parking facility
geometry

Precise spatial description of a parking facility that locates each parking space and
the ingress and egress routes that are used to travel to and from the spaces.

permission application A request for permission to access a Connected Vehicle service by an end-user that
requires enrollment.  This may include services granted to drivers of low emissions
vehicles or pedestrians with special needs that require extended crossing times for
example.

permission application
receipt

An acknowledgment that an end-user application for a Connected Vehicle service
was received and processed.

permission request A request for permission to access or use connected vehicle applications or services.
The request identifies the users that require permission, the applications or services
that are requested, and the geographic coverage where the permission is required.
In this context, the 'users' may be a center, infrastructure equipment (e.g., RSEs), or
vehicles that are owned and operated by the requestor.  This request is for an initial
set of permissions.  See also permission update request.

permission request
received

An acknowledgement that the permission request or permission update request was
received.

permission update
request

A request for an update to current permission to access or use connected vehicle
applications or services.  The request identifies the users that require updated
permissions, the applications or services that are requested, and the geographic
coverage where the permission is required.  In this context, the 'users' may be a
center, infrastructure equipment (e.g., RSEs), or vehicles that are owned and
operated by the requestor.  This request is for an update to existing permissions.
See also permission request.

reduced speed
notification

Reduced speed zone information provided to passing vehicles.  This flow provides
the reduced speed limit, the location and extent of the reduced speed zone, and
associated warning information.

road closure
information

Road closure information provided to passing vehicles.  This flow provides
information about the road closure with diversion information.

road weather advisories Segment-specific weather and road conditions including real-time advisories of
deteriorating road and weather conditions, medium-term advisories for the next 2–
12 hours, and long-term advisories more than 12 hours into the future.  The
advisories may include advisories that are issued by the RSE based on locally
collected environmental data (e.g., an ice on bridge advisory).

road weather advisory
info

Road weather advisories and associated configuration and control information that
are used to manage the RSE.  Advisories include segment-specific weather and road
conditions including real-time advisories of deteriorating road and weather
conditions, medium-term advisories for the next 2–12 hours, and long-term
advisories more than 12 hours into the future.  This flow includes a schedule for
issuing the included advisories.

road weather advisory
status

Current RSE application status that is monitored by the back office center including
the operational state of the RSE, current configuration parameters, and a log of
advisories issued.  The advisories may include advisories that are issued by the RSE
based on locally collected environmental data (e.g., an ice on bridge advisory).

roadway dynamic
signage data

Information used to initialize, configure, and control dynamic message signs.  This
flow can provide message content and delivery attributes, local message store
maintenance requests, control mode commands, status queries, and all other
commands and associated parameters that support remote management of these
systems.

roadway dynamic
signage status

Current operating status of dynamic message signs, highway advisory radios, or
other configurable field equipment that provides dynamic information to the driver.
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Flow Name Description
roadway equipment
coordination

The direct flow of information between field equipment. This includes transfer of
information between sensors and driver information systems (e.g., DMS, HAR,
variable speed limit signs, dynamic lane signs) or control devices (e.g., traffic signals,
ramp meters), direct coordination between adjacent control devices, interfaces
between detection and warning or alarm systems, and any other direct
communications between field equipment.

roadway geometry The physical geometry of a road segment that specifies the location and width of
each lane, including normal lanes as well as special lanes for pedestrians and
bicycles, transit vehicles, and trains.  This flow also may include the curvature, grade,
and superelevation or banking of the road segment.

RSE application
information

RSE application configuration data and parameters that are used to control
applications and configure the application for a specific local use.  This flow also
supports remote control of the application so the application can be taken offline,
reset, or restarted.

RSE application
install/upgrade

This flow supports remote installation and update of software applications residing
in the RSE.  It supports transmission of the secure software installation files,
including executable application code and associated support files.

RSE application status Monitoring of RSE application status including current mode, operational status, and
configuration settings.  It includes the status of installed applications and the
application-specific data provided by the RSE.

RSE fault data RSE fault information that can be used to identify RSEs that require initialization,
reconfiguration, repair or replacement.  This flow identifies the device, the nature of
the fault, and associated error codes and diagnostic data.

RSE status Monitoring of RSE device status including current mode, operational status, and
configuration settings.  It includes device housekeeping/heartbeat monitoring and
includes network information, the status of installed applications, the configuration
of managed devices, cybersecurity and physical security status of the RSE.

security credential
revocations

Certificate Revocation List; lists the certificates whose trust has been revoked by the
CCMS.

security credentials The material used by an end-entity (vehicle, personal device, field device, center
system etc.) to ensure privacy, integrity and authenticability of its data
transmissions. This includes certificates with associated public and private
verifying/signing and decrypting/encrypting keys.

security policy and
networking information

Security policy information describing the CCMS’ enrollment, authorization,
misbehavior and revocation policies, and communications information related to
CCMS components; including contact information and public credentials of those
components.

service advertisement An advertisement of available services and identification of how those services may
be accessed (e.g., RF parameters, identifiers, etc.). Services include network services
such as IPv6 routing, public roadside services such as intersection safety, back office
services including situation data services and security credentials, or private
services.

speed warning
application info

Roadway configuration data, current speed limits including time of day, week, or
season speed limits as necessary, and warning parameters and thresholds.  This flow
also supports remote control of the application so the application can be taken
offline, reset, or restarted.

speed warning
application status

Speed warning application status reported by the RSE.  This includes current
operational state and status of the RSE and a record of measured vehicle speeds and
notifications, alerts, and warnings issued.
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Flow Name Description
system status Monitoring of system device status including current mode, operational status, and

configuration settings.  It includes device housekeeping/heartbeat monitoring and
includes network information, the status of installed applications, and the
configuration of managed devices.

time local form Time local form includes UTC time synchronized with the external source in a format
usable by connected vehicle center functions.

traffic detector control Information used to configure and control traffic detector systems such as inductive
loop detectors and machine vision sensors.

traffic detector data Raw and/or processed traffic detector data which allows derivation of traffic flow
variables (e.g., speed, volume, and density measures) and associated information
(e.g., congestion, potential incidents).  This flow includes the traffic data and the
operational status of the traffic sensor system.

traffic images High fidelity, real-time traffic images suitable for surveillance monitoring by the
operator or for use in machine vision applications.  This flow includes the images
and meta data that describes the images.

user permission sets This flow identifies users, user groups, and associated user permission sets for a
geographic area or jurisdiction and set of connected vehicle applications or services.

variable speed limit
control

Information used to configure and control variable speed limit systems including the
equipment used to provide current speed limits and other information to drivers
and the equipment used to monitor traffic and environmental conditions along the
roadway.

variable speed limit
status

Current operating status of the variable speed limit systems including the state of
the equipment.

vehicle environmental
data

Data from vehicle safety and convenience systems that can be used to estimate
environmental and infrastructure conditions, including measured air temperature,
exterior light status, wiper status, sun sensor status, rain sensor status, traction
control status, anti-lock brake status, vertical acceleration and other collected
vehicle system status and sensor information.  The collected data is reported along
with the location, heading, and time that the data was collected.  Both current data
and snapshots of recent events (e.g., traction control or anti-lock brake system
activations) may be reported.

vehicle location and
motion for surveillance

Data describing the vehicle's position, heading, speed, acceleration, transmission,
steering wheel angle, braking status, size information, and trajectory.  This flow
represents monitoring of basic safety data ('vehicle location and motion') broadcast
by passing connected vehicles for use in vehicle detection and traffic monitoring
applications.

vehicle signage
application info

In-vehicle signing application configuration data and messaging parameters.  This
flow provides a list of regulatory, warning, and information messages to be
displayed and parameters that support scheduling and prioritizing messages to be
issued to passing vehicles.  This flow also supports remote control of the application
so the application can be taken offline, reset, or restarted.

vehicle signage
application status

In-vehicle signing application status reported by the RSE.  This includes current
operational state and status of the RSE and a log of messages sent to passing
vehicles.

vehicle signage data In-vehicle signing data that augments regulatory, warning, and informational road
signs and signals.  The information provided would include static sign information
(e.g., stop, curve warning, guide signs, service signs, and directional signs) and
dynamic information (e.g., current signal states, grade crossing information, local
traffic and road conditions, detours, advisories, and warnings).
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Flow Name Description
vehicle signage local
data

Information provided by adjacent field equipment to support in-vehicle signing of
dynamic information that is currently being displayed to passing drivers.  This
includes the dynamic information (e.g., current signal states, grade crossing
information, local traffic and road conditions, detours, advisories, parking
availability, etc.) and control parameters that identify the desired timing, duration,
and priority of the signage data.

vehicle situation data
parameters

A request for vehicle situation data that includes parameters used to control the
data that is reported and the flow of data reported by the vehicle.  This flow
identifies the type of data/snapshots that are requested and reporting parameters
such as snapshot frequency, filtering criteria (data thresholds for reporting), and
reporting interval.

video surveillance
control

Information used to configure and control video surveillance systems.
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7. ITS Standards
Standards are essential to cost-effective integration of ITS within this project, and more broadly,
throughout the region.  ITS standards are fundamental to the establishment of an open ITS environment
that achieves the goal of interoperability for ITS.  Standards facilitate deployment of interoperable
systems at local, regional, and national levels without impeding innovation as technology advances and
new approaches evolve.

Establishing standards for exchanging information among ITS systems is important not only from an
interoperability point of view; it also provides interchangeability and expandability thereby reducing risk
and cost.  Since an agency using standardized interfaces can select among multiple vendors for products
and applications, competition is maintained and prices are lower in the long term.  In addition, physical
standards that define the form, fit, and function of individual ITS systems allow interchangeability,
vendor independence, and facilitate future interconnections.

Standards Development Organizations (SDO) are developing ITS standards that support interoperability
and interchangeability.  Many standards overlap in applicability and offer varying features and levels of
performance and security.  This provides flexibility in the design of ITS systems allowing agencies to
choose the most applicable standard for their needs.  Before systems are designed, all stakeholders
involved in the applicable ITS service(s) should decide upon the standards and their specifics that will be
used.  Once a decision is made, all future systems should use the agreed upon standards.

Table 5 – Interface Standards Table

SDO Document
ID Standard Title Standard Type Standard

Version
Consortium of
AASHTO, ITE, and
NEMA

NTCIP 1202 Object Definitions for Actuated Traffic
Signal Controller (ASC) Units

Message/Data 02

Consortium of
AASHTO, ITE, and
NEMA

NTCIP 1203 Object Definitions for Dynamic Message
Signs (DMS)

Message/Data 03

Consortium of
AASHTO, ITE, and
NEMA

NTCIP 1204 Object Definitions for Environmental
Sensor Stations (ESS)

Message/Data 03

Consortium of
AASHTO, ITE, and
NEMA

NTCIP 1205 Object Definitions for Closed Circuit
Television (CCTV) Camera Control

Message/Data 01Amd1

Consortium of
AASHTO, ITE, and
NEMA

NTCIP 1208 Object Definitions for Closed Circuit
Television (CCTV) Switching

Message/Data

Consortium of
AASHTO, ITE, and
NEMA

NTCIP 1209 Data Element Definitions for
Transportation Sensor Systems (TSS)

Message/Data 02

Consortium of
AASHTO, ITE, and
NEMA

NTCIP 1210 Field Management Stations (FMS) - Part
1: Object Definitions for Signal System
Masters

Message/Data 01
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SDO Document
ID Standard Title Standard Type Standard

Version
Institute of
Electrical and
Electronics
Engineers

IEEE 1609.2 Standard for Wireless Access in
Vehicular Environments (WAVE) -
Security Services for Applications and
Management Messages

Communications
Protocol

International
Organization for
Standardization

ISO 19091 Intelligent transport systems --
Cooperative ITS -- Using V2I and I2V
communications for applications related
to signalized intersections

Other Standard

Profile CCMS CCMS Communications Standard Profile
Profile DSRC-UDP Vehicle-to-Vehicle/Infrastructure using

UDP
Standard Profile

Profile DSRC-
WSMP

Vehicle-to-Vehicle/Infrastructure using
WSMP

Standard Profile

Profile NTCIP-
DATEX

NTCIP using DATEX Standard Profile

Profile NTCIP-
SNMPv1

NTCIP using SNMPv1 Standard Profile

Profile NTCIP-
SNMPv1
Secure

NTCIP-SNMPv1 Secure Standard Profile

Profile NTCIP-
SNMPv3

NTCIP-SNMPv3 Standard Profile

Profile NTCIP-
STMP

NTCIP using STMP Standard Profile

Profile RSE-C2F RSE - Center to Field Communications Standard Profile
Profile RSE-C2F-

SNMP
RSE - Center to Field Communications -
SNMP

Standard Profile

Profile RSE-F2F Roadside Equipment to ITS Roadway
Equipment

Standard Profile

Profile Time Network Time Protocol Standard Profile
Profile XML eXtensible Markup Language Standard Profile
Society of
Automotive
Engineers

SAE J2735 Dedicated Short Range Communications
(DSRC) Message Set Dictionary

Message/Data

Society of
Automotive
Engineers

SAE J2945/1 On-Board System Requirements for V2V
Safety Communications

Communications
Protocol

Society of
Automotive
Engineers

SAE J2945/2 Dedicated Short Range Communications
(DSRC) Performance Requirements for
V2V Safety Awareness

Other Standard

Society of
Automotive
Engineers

SAE J3067 Candidate Improvements to Dedicated
Short Range Communications (DSRC)
Message Set Dictionary [SAE J2735]
Using Systems Engineering Methods

Message/Data
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Table 6 – Physical Standards Table

SDO Document ID Standard Title Standard
Version

Institute of Transportation
Engineers

ITE ITS
Cabinet

ITS Standard Specification for Roadside Cabinets 02

International Organization
for Standardization

ISO 21217 Intelligent transport systems —
Communications access for landmobiles (CALM)
— Architecture

National Electrical
Manufacturers Association

NEMA TS 4 Hardware Standards for Dynamic Message Signs
(DMS) with NTCIP Requirements

National Electrical
Manufacturers Association

NEMA TS 8 Cyber and Physical Security for Intelligent
Transportation Systems (ITS)

National Institute of
Standards and Technology

NIST FIPS PUB
140-2

Security Requirements for Cryptographic
Modules

United States Department
of Transportation

RSU V4 USDOT Roadside Unit (RSU) Specification
Document - Version 4


